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Ncnoab3oBanue mapmpyruszaropos Eltex ESR (0a3oBbii
ypOBeHb) V.1

JurenbHocTh Kypea: 40 akageMHueckux 4acos (5 qHeil)

eseBas ayauropus:
- CucrtemHble aIMUHUCTPATOPBI;
- CreuuajucTsl TEXHUYECKUX U MHKEHEPHBIX CIIYXO0;
- HMHxeHepsl CONPOBOXKIAEHUSA U TEXHUYECKOU MOJAECPIKKH;
- Pa3pabotuuku ceresoro I10.

TpeOoBanus K y4acTHHKAM:
- 3HaHuWe OCHOB MH(POPMAIIMOHHBIX TEXHOJIOTHIA;
- 3nanwue creka nmpotokojaoB TCP/IP u mogenu OSI;
- 3HaHWe NPOTOKOJIOB U UX POJIH B KOMITBIOTEPHBIX CETSIX;
- IlonumaHnue pa3auduii B paboTe CETEBBIX YCTPOHUCTB (KOMMYTATOP, MapIIPyTH3ATOD);
- 3uanue nousatuit: [P-anpec, MAC-aapec, macka nmoaceru u npedurc, VLAN, Trunk u Access;
- 3HaHUWE OTJIWYHUI THIOB KaOelel 1 KOHHEKTOPOB;
- Ilonumanue npuHuMmna nenenus [P-cereid Ha mojaceTy U cymmupoBanue [P-cereid.

Pe3yabTaTsl 00yyeHus:
Ymers:
— HaCTPOUTH 000pPYyIOBaHKE C TOMOIIBIO KOMaHIHOW CTPOKH;

— HACTPOMUTh IMPOTOKOJ JMHAMHYECKOW MapuipyTuszanuu RIP;

— wnactpouth IP-cepucel: DNS, DHCP, NAT u NTP;

— HACTPOMTH 3AILUTY JOCTyIa K MapIIPyTU3aTopy;

— HacTpouTh syslog, pe3epBHOE KOIMPOBAaHUE U BOCCTAHOBJIEHUS! KOH(UTYpaLuy;
— o6noBuTth I10 Ha MapuIpyTH3aTOpE.

3HAThb:

— TPHUHIHUIBEI pa00THI KOMMYTAIMH U MapIIPyTU3AILINH;

— npunnunsl pabotet VLAN, TRUNK, ICMP, ARP;

— [puHOUI paboThl MeXceTeBoro 3kpaHa ESR;

— TPHUHIHUIBI pa0OTHl CTATUYECKON U TUHAMUYECKOW MapIIpyTH3AIIHH;

— CHocoObl pe3epBHOTO KOMUPOBAHUS M BOCCTAHOBIICHUSI KOH(MUTYPAIIHH.

BJIA/IETh:
— HaBBIKaMU pabOTHI ¢ KOMaHAHOW CTPOKOM, KoH(puryparwmeit u [10 mapmipytuzaropa;
— HaBbIKaMU KOH(PUTYPUPOBAHMSI CETEBBIX HHTEP(EICOB MapIIPyTU3ATOPA;
— HaBBIKaMU KOH(HUTYpHpPOBaHUS MapUIpyTU3aTOpa st HEOOIBIIION CETH;
— HaBbIKaMU [IOUCKA U YCTPAHEHHMS HEIONA0K.
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«Mcnonp3oBanue mapiipyruzatopoB Eltex ESR (6a30Bsbiit ypoBeHb) v.1»

HaumenoBanue

Onucanue

Bpems

Tema:

1. O630p o0opynoBaHMs.

3 yaca

Onucanue:

1.1. Monenu MapmpyTH3aTOPOB.
1.1.1. XapakTepuCTUKH.
1.1.2. ®yHKUIMOHAIbHBIE BO3MOKHOCTH.
1.2. YcTpolicTBO MapuipyTu3aropa.
1.2.1. KOHCTpYyKTUBHOE HUCIIOJIHEHUE.
1.2.2. Meroapl 10CTyIa K CETEBOMY YCTPOKCTBY.
1.2.3. [logkimroueHrue MapuipyTu3aropa.
1.2.4. 3arpy3ka MapuipyTu3aropa.
1.3. Komannast cTpoka.
1.3.1. Mepapxusi pe:KUMOB.
1.3.2. IlepexiitoueHue MeXIy peKUMaMHU.
1.3.3. CtpyKTypa KOMaHI.
1.3.4. CripaBKH KOMaH/IHOM CTPOKH.
1.3.4.1. KoHTekcTHAS MOACKA3Ka.
1.3.4.2. IIpoBepka cuHTaKcuca.
1.3.4.3. 'opsiune KJIaBuuIy.
1.3.5. Mexanusm commit u confirm.
1.4. UnenTudukamus ycTpoicTBa.
1.4.1. Ims ycTpolicTBa 1 6aHHEPHBIE COOOIICHUS.
1.4.2. Hactpolika 1aThl U BPEMEHU.

2 gaca

JlabopaTopHnas:

1. 3HaKOMCTBO ¢ KOMaHJITHOM CTPOKOM:
1.1. O4uCcTUTH MapUIPYTU3ATOP.

1.2. Hactpouts ums ycTpoiicTBa U OaHHEPHBIE COOOIIECHUS.

1.3. Hactpouts gaTty u Bpems.

1 gac

HaumenoBanue

Onucanue

Bpems

Tema:

2. OYHKIMOHAJ KAHAJIbHOI0 YPOBHS.

4 yaca

Onucanmue:

2.1. Pexxumebl paboThl HHTEpdEiica.
2.1.1. Monynu SFP.
2.2. KommyTranus.
2.2.1. KommyTanus Ha MapiipyTu3aTope.
2.2.2. AGOHEHTCKUI MapIIpyTH3ATOP.
2.2.3. CtpykTypa Kajapa.
2.2.4. JloMeH HMPOKOBELATEIbHON PACCHUIKH.
2.3. BuptyanbHble JIOKaJIbHBIE CETH.
2.3.1. OGmue cBeneHHS.
2.3.2. Access u Trunk.

2 gaca
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2.3.3. MAC-based VLAN.
2.3.4. lmarnoctuka VLAN.
2.4. ITpoTokoa 0OHAPYKEHUS 110 KaHATBHOMY YPOBHIO.
2.5. LLDP-MED.
2.6. 3epkaiipoBaHueE.
2.7. N3onsiuus nopToB.

Jladoparopnasi: | 2. Hacrpoiika pyHKIIMOHAIa KAHAIBHOTO YPOBHS: 2 4aca
2.1. Hactpouts ¢pusuueckuit uurepdeiic B L2- u L3-pexxume.
2.2. Hactpouts VLAN.
2.3. Hactpouts LLDP.
2.4. Hactpouts SPAN.

HaumenoBanue Onucanue Bpems

Tema: 3. UuTepdeiicnbl. 3 yaca

Onucanue: 3.1. Jlornyeckue uHTEPQEHCHI. 2 yaca
3.1.1. Loopback.
3.1.2. Sub.
3.1.3. Q-in-Q.
3.1.4. Bridge.
3.1.5. Port-channel.
3.2. Iloaxmrouaemble HHTEPDEHCHI.
3.2.1. USB-MmozmeM.
3.2.2. El.
3.3. JImarnoctuka uHTEp(HEMCoB.

JlaGopatopHnas: |3. Hactpoiika unrepdeiicon: 1 yac
3.1. Hactpouts unrepdeticet loopback, sub u g-in-q.
3.2. HactpouTs bridge.

3.3. lnarHocTuka UHTEPGEHCOB.

HaumenoBanue Onucanue Bpems

Tema: 4. OyHKIMOHAJI CETEBOI0 YPOBHSI. 4 yaca

Onucanue: 4.1. O01ue cBeeHHUS. 2 yaca
4.1.1. Crpykrypa IP-nakera.
4.1.2. Anpecanus.
4.1.3. IIpoTokon ynpaBisitolux cooduenuii lurepuera.
4.1.4. IIpoTokon pa3pelieHus agpeca.
4.2. Tabnuiia MapIIpyTH3aIIH.
4.2.1. ARP-kem u Tabnuia MapuipyTu3aiuy y3ia.
4.2.2. ARP-kenr u Tabnuia MapupyTU3aiuu MapipyTH3aTOPaA.
4.2.3. 3anucu TaONULBI MAapLIPYTU3ALINH.
4.2.4. BeiOop mydiieid 3amiucu MapuipyTa.
4.2.5. Tlopsimok 06paboTku nakeroB Ha ESR.
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4.3. MapuipyTuzaius rnakera.
4.3.1. KommyTanus u MapuipyTH3anusl.
4.3.2. OtnpaBka naketra BHyTPH JIOKaJTbHON CETH.
4.3.3. OTnpaBkKa MMakeTa B JPyryko CETh.

Jladoparopnasi: 4. Hactpoiika pyHKIIMOHAIa CETEBOTO YPOBHS: 2 4aca
4.1. U3yuuts ICMP u ARP.
4.2. IlpoBeputh ARP-kenr u Tabnuiy MapIipyTH3aIHH.

HaumenoBanue Onucanue Bpems
Tema: 5. CraTudeckasi 1 JMHAMUYECKAsi MAPIIPYTU3ALMS. 3 yaca
Onucanue: 5.1. Cratuueckue MapupyThl. 2 yaca

5.1.1. 3agaun cTaTUYECKOM U TMHAMUYECKON MapIIpyTH3aLHH.
5.1.2. CuHTaKcuC CTaTUYECKOT0 MapUIpyTa.
5.1.3. Tumel cTaTUYECKUX MapUIPYTOB.
5.2. lunamMu4ecKre MapIpyThl.
5.2.1. ITpoTOKOJIBI TUHAMUYECKOW MapIIpyTHU3ALWH.
5.2.2. KOMIIOHEHTHI U XapaKTEPUCTUKH.
5.2.3. Knmaccudukanms.
5.3. IuCTaHIIMOHHO-BEKTOPHBIN AJITOPUTM.
5.4. AITOpPUTM IO COCTOSIHUIO KaHAJIA.
5.5. RIPv2.
5.5.1. ®opmat coobiieHus.
5.5.2. Hactpoiika RIPv2.
5.5.3. Ilpumep Hactporiku RIPv2.

JlabopaTopnasi: | 5. Hactpoiika MapmipyTH3anuu: 1 yac
5.1. HacTpouTh cTaTnyecKkne MapupyThl.
5.2. Hactpouts RIPv2.

HaumenoBanue Onucanue Bpems
Tema: 6. IP-cepBucCHI. 4 yaca
Onucanue: 6.1. Cucrema TOMEHHBIX UMEH. 2 Jaca

6.1.1. O0Omne cBeneHUS.

6.1.2. Uepapxus DNS.

6.1.3. Ilpunnun paboTsl.

6.1.4. Tuns! pecypcHBIX 3anucei.
6.1.5. ®opmat coobmenust DNS.
6.1.6. KomaH11 KOHQUTYpUPOBaHHUS.
6.1.7. [Ipumep Hactporiku DNS.

6.2. IIpoToKOJI AMHAMUYECKON KOHPUTYpaLUH y3I1a.
6.2.1. Tunst coobmenut DHCP.
6.2.2. IIpuniun pa®oTsI.

6.2.3. ®opmar coobmenuss DHCP.
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6.2.4. DHCP-kineHr.
6.2.5. DHCP-cepsep.
6.2.6. DHCP-petpancasarop.
6.2.7. Ilpumepst Hactpoitku DHCP.
6.3. IIpeoOpa3oBaHne CETEBBIX AIPECOB.
6.3.1. I[Tpuniun paGoTsI.
6.3.2. Tuner NAT.
6.3.3. Source NAT.
6.3.4. Destination NAT.
6.3.5. Static NAT.
6.4. [IpoTOKOJ CETEBOr0 BPEMEHH.
6.4.1. ITpuniun pa®oTsI.
6.4.2. Uepapxust NTP.
6.4.3. Pexxumbl paOoOTHI.
6.4.4. ®opmat coobmenust NTP.
6.4.5. Koman1p1 KOHQUTYpUPOBaHUS.
6.4.6. ITpumep Hactporiku NTP.

JlabopaTopHnasi: | 6. Hactpoiika IP-cepBucos: 2 yaca
6.1. Hactpoutrs DNS.

6.2. Hactpouts DHCP-kineHr.
6.3. Hactpouts DHCP-cepgep.
6.4. Hactpouts Source NAT.

6.5. Hactpouts Destination NAT.
6.6. Hactpouts NTP.

HaumenoBanue Onucanue Bpems

Tema: 7. 3amuTa MapmpyTu3aTopa. 4 yaca

Omnucanue: 7.1. AyTeHTu]UKaIMs, aBTOPU3ALMS U YUET. 2 Jaca
7.1.1. Ilonb3oBaremnu.
7.1.2. YpOBHU NPUBUIIETHI.
7.1.3. Hactpoiika nmaposei.
7.1.4. Y4éTt nericTBUH MOJIL30BaTEIIEH.
7.1.5. KOHCONBHBIN TOCTYII.
7.2. lloaxntoueHue k cepBepam AAA.
7.2.1. llogxmouenue k RADIUS-cepBepy.
7.2.2. llogxmouenue k TACACS-cepsepy.
7.3. MexceteBoii skpad ESR.
7.3.1. O0Oune cBeaeHUS.
7.3.1.1. MexceTeBoit 3KpaH Ha OCHOBE 30H 0€30MaCHOCTH.
7.3.1.2. MexceTeBoil 3KpaH ¢ OTCIEKUBAHUEM COCTOSTHUS
CECCHUH.
7.3.1.3. TlopsiioK HACTPOMKH MEKCETEBOr0 IKPaHa.
7.3.2. 30HBI 6€30MaCHOCTH.
7.3.3. Onpenenenne nHTEP(PEICOB K 30HAM OE30MACHOCTH.
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7.3.4. Co3gaHue CIIUCKOB object-group.
7.3.4.1. Object-group network.
7.3.4.2. Object-group service.
7.3.4.3. Object-group mac.
7.3.4.4. Object-group application.
7.3.4.5. Object-group url.
7.3.4.6. Object-group address-port.
7.3.5. B3aumopeiicTBre Mex 1y 30HaMH 0€30TTaCHOCTH.
7.3.6. ITpaBHiia MEKCETEBOTO KpaHa.
7.3.6.1. ITouck coBnajgeHuii 0 mapaMeTpaM.
7.3.6.2. Ilopsimox 00pabOTKH TIpaBuIIL.
7.3.6.3. PenakTupoBaHue paBuil.
7.3.6.4. JlorupoBaHue MpaBul.
7.3.7. JlnarHOCTHKA.
7.3.8. IIpuMepbl HACTPONKHN MEXKCETEBOTO IKpaHa.

JlabopaTopHnasi: |7. Hactpoiika 3al1MThl MapHipyTH3aTOpa: 2 yaca
7.1. Co3naTe mOJIL30BaTENS.

7.2. OrpaHUYUTh NPUBUIIETUH.

7.3. Ilopxmrounts ESR k RADIUS.

7.4. Ilogxmrounts ESR k TACACS.

7.5. Hactpouth y4€T neiCTBUI MOJIB30BATENS.
7.6. HactpouTh npouib ayTeHTUDHUKALIH.
7.7. HacTpOWUTh MEKCETEBON IKPaH.

HaumenoBanue Onucanue Bpems
Tema: 8. CucremMHbIi )KypHaJI U pe3epBHOE KONMUPOBAHME. 3 yaca
Onucanue: 8.1. CucTeMHBIil KypHa. 2 yaca

8.1.1. Ilpunuun paboThI.
8.1.2. ®opmar coolieHus syslog.
8.1.3. Komanpl KOHDUTYpUPOBaHUS.
8.1.4. Ilpumep HacTpoiiku syslog.
8.2. PezepBHOE KOIIMpOBaHUE.
8.2.1. Pe3epBHOE KOIMPOBAHUE BPYUHYIO.
8.2.1.1. 3axBaT Tekcra.
8.2.1.2. CoxpaHeHMe pe3epBHON KOIIUHU.
8.2.1.3. BoccraHoBieHHE KOH(MUTYpAIHH.
8.2.2. ABTOMaTH4€ECKOE PE3EPBHOE KOTMPOBAHUE.
8.3. O6nosnenue I10.
8.4. O630p ECCM.

Jladoparopnasi: | 8. Hactpoiika cpeacTB oOcayKMBaHUSI MapIIPyTHU3ATOPA: 1 gac
8.1. Hactpowuts syslog.

8.2. Co3naTh pe3epBHYIO KOIHIO U BOCCTAHOBUTH KOH(UTYpaIHIO.
8.3. HactpouTh aBTOMaTH4ECKOE pe3epBHOE KOITUPOBAHHUE.
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8.4. O6noBuTh [10 mapmpyTHuzaTopa.

HaumenoBanue Onucanue Bpems
Tema: 9. Ilouck m ycTpaHeHHe HEMOJIAA0K. 4 yaca
Onucanue: 9.1. MacmtabupoBaHue CeTH. 2 yaca

9.1.1. O6mue cBeaeHUS.

9.1.2. Tononoruu LAN u WAN.

9.1.3. MacmtabsI ceTei.

9.1.4. Uepapxuueckas CTpyKTypa.

9.2. lIpouenypa novcka v ycTpaHEHHs HETIONAI0K.

9.2.1. Coop unpopmarum.
9.2.1.1. JlIokyMEHTUPOBaHUE CETH.
9.2.1.2. JIluarpaMMbl TOIIOJIOTHHU CETH.
9.2.1.3. ba3oBbl€ MTOKA3aTENH CETHU.
9.2.1.4. 3mMepeHue TaHHBIX.
9.2.1.5. Onpoc KOHEUYHBIX MOJIb30BATENEH.

9.2.2. 30541115 HENOJIAO0K.
9.2.2.1. Ucnons3oBanue mounenu OSI.
9.2.2.2. MeTo/1bl MOUCKA M YCTPAHEHUS HETIONAI0K.
9.2.2.3. CpeacTBa NOKMCKAa U YCTPAHEHHUS HETOJIAI0K.

9.2.3. JlelicTBuUs IO UCITPABJICHUIO.
9.2.3.1. ®uznueckuii ypoBEHb.
9.2.3.2. KaHanbHBIN yPOBEHB.
9.2.3.3. CeTreBoli ypOBEHb.
9.2.3.4. TpaHCIIOPTHBIN ypPOBEHb
9.2.3.5. YpoBeHb NMPUIIOKECHUH.

9.3. YcTpanenue HeMoaaa0K CBs3H B ceTsx [P.

9.3.1. [IpoBepka (pu3ndecKoro ypoBHsI.

9.3.2. [IpoBepka agpecaiyiu U034,

9.3.3. IIpoBepka npaBUIBLHOTO MYyTH.

9.3.4. IlpoBepka TPaHCIOPTHOT'O YPOBHSI.

9.3.5. IIpoBepka DNS.

JlaGopatopnas: 9. Ilouck u ycTpaHeHHe HETIONIAAO0K B KOH(PUTYpaIHH: 2 yaca
9.1. HaliTu u ycTpaHUTh HEIMOJIAIKH KOH(UTYpPALIUH.

IIpoMe:xxyTOUYHBIE M UTOTOBBIE (POPMBI KOHTPOJISA: 8 YacoB

B pamkax maHHOTO Kypca ImpeIoCTaBIsSeTCs OHA MOIBITKA MMPOX0XKICHHS CEPTU(PUKAIIMOHHOTO UCTIBITAHUS,
KOTOpasi MOKET OBITh MCIOJIB30BaHA B JICHb 3aBEPIICHUS Kypca.

B ciydae HeymauHOTO 3aBEpIIICHUS, MOKHO OOPATUTHCS B KOMMEPUECKHUH OT/IEN IJisi TPUOOpETEHUS
IIATHOM JIOMOJHUTEIBHOM MOTBITKH.

[InaTHOM MOMBITKON MOKHO BOCIIOJIB30BAaThCA B T€UEHUE 21 Kal€HIapHOTO JIHS TIOCJIE 3aBEPIICHUS
o0ydeHusl.
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